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TEMPLATE PREFACE
PURPOSE
A Service Level Agreement (SLA), also commonly known as a service contract, defines the level of service agreed upon between a service provider and a service consumer.  An SLA is a document that reflects a contract, or multiple contracts, defining the level of service required with specific terms defined and negotiated between the service provider and service consumer.  The purpose of this template is to provide a common format and basic guidance for specifying SLA provisions for a specific provider and specific consumer of a specific service. 
INSTRUCTIONS
This SLA template allows for definition and negotiation about the service in the following areas:
· Service Description
· General Terms and Conditions
· Service Provider and Consumer Responsibilities
· Service Performance (Response Time, Throughput, Availability)
· Service Measurement and Reporting
· Service Operations and Maintenance
· Service Technical Support
· Service Lifecycle Management
· Financial Terms and Conditions
· Penalties
· Termination Rights
The SLA is a service contract defining a set of behaviors/metrics that the service and its provider are expected to follow.  Any one or all of the considerations listed above can be negotiated as part of the service contract between the service provider and service consumer, except where such negotiation may violate overriding Federal or FAA policies.  The items shown in red in the body of the document below identify areas where specifics of the provider and consumer or of the negotiated terms of this agreement should be provided.  Additional information embedded in the template to provide guidance in how to apply the template is shown in blue.  Any sections or elements that are not applicable to the service, provider, or consumer in question or ultimately have no meaningful content for this specific provider-consumer relationship can be deleted.  In addition, this Template Preface may be deleted from any final SLA produced using this template, if desired.

	i	
[bookmark: _Toc268725808][bookmark: _Toc403402573]PURPOSE AND SCOPE
This Service Level Agreement (SLA) defines service levels for the Airport Status (hereafter referred to as “Service”) provided by the Federal Aviation Administration (FAA) Office of Information and Technology (AIT) Service Oriented Architecture (SOA) Infrastructure (hereafter also referred to as “SOA Infrastructure” and “Provider System”) to FAA systems (hereafter referred to as “Consumer System”).  It defines organizational relationships, roles, responsibilities, and formal acknowledgement of the partnership between the AIT SOA Program (hereafter also referred to as “Provider”) and FAA consumers (hereafter referred to as “Consumer”).
The AIT SOA Program and the AIT SOA Infrastructure act as intermediaries in enabling a Service provided by an Ultimate End-Provider System (hereafter referred to as “End-Provider System”), managed by an Ultimate End-Provider Organization (hereafter referred to as “End-Provider”) to be consumed by the Consumer System.  The agreement between the AIT SOA Program and the End-Provider is documented in a separate SLA document, but this SLA acknowledges the AIT SOA Program’s intermediary role and identifies SLA provisions unique to this role.
Agreements pertaining to all security-relevant aspects of the service are not documented in this SLA, but in a separate Service Security Agreement (SSA) document.
[bookmark: _Toc268725809][bookmark: _Toc403402574]REFERENCES
The following documents supply reference information relevant to the Service, Consumer, Consumer System, Provider, Provider System, or SLA.
1. Airport Status RSDD v1.0
[bookmark: _Toc268725810][bookmark: _Toc403402575]GOVERNING DOCUMENTS
The following documents govern how this SLA is applied, interpreted, and maintained.  In the event that a conflict arises, either explicit or implied, the documents listed in this section take precedence over this SLA.
1. FAA-STD-063, FAA Standard Practice, XML Namespaces, May 2009.
3. FAA-STD-066, FAA Standard Practice, Web Service Taxonomies, Feb 2010.
4. FAA-STD-070, FAA Standard Practice, Preparation of Web Service Requirements Documents, July 2012
5. FAA-HDBK-0008, FAA Handbook, Using FAA Standards to Describe and Register Web Services, Feb 2011.
6. AIT REST Service Description Document Template, August 2014.
7. AIT Service Security Agreement Template, September 2014.
8. AIT Enterprise Service Provider Guidance, March 2014.
9. AIT Enterprise Service Consumer Guidance, March 2014.
[bookmark: _Toc194301455][bookmark: _Toc268725811][bookmark: _Toc403402576]SERVICE OVERVIEW AND CONTEXT
[bookmark: _Toc403402577][bookmark: _Toc194301456]AIT SOA Context
The Service is provided in the context of the AIT SOA Program.  The mission of the AIT SOA Program is to make services available to the AIT enterprise so they can be shared by multiple applications to support reuse, promote agility, and realize economies of scale.  To enable this, the AIT SOA Program performs the following:
· Deploy and manage SOA Infrastructure capabilities to provide technology support to the enterprise SOA and its services.
· Establish an AIT Service Registry/Repository (ASRR) to register and manage a portfolio of services for discovery and use within the AIT enterprise.
· Identify, register, and where necessary, host services that support the AIT enterprise, emphasizing services that conform to industry and FAA standards.
· Establish governance processes and mechanisms to regulate the identification, registration, and use of AIT Enterprise Services.
· Support service providers in identifying candidate Enterprise Services, adapting them for enterprise use (where appropriate), and registering them in the ASRR.
· Support service consumers in discovering needed services and integrating them with their consuming applications.
[bookmark: _Toc403402578]Service Consumer Context
Service consumers are any internal FAA system or external application that requires Airport delays and weather observations in an easily consumed XML or JSON format. 
[bookmark: _Toc403402579]Service Description
The Airport Status service retrieves information from existing public sources and combines the information into a single response based upon a provided airport identifier (ICAO or IATA). In this way, an application can designate a specific airport for which current status is required. Such information would be useful to the nation’s flying public, airline ticket brokers, and other interested parties. The response to an inquiry includes all delays for a specific airport along with current weather observations from NOAA. 
[bookmark: _Toc268711466][bookmark: _Toc268725538][bookmark: _Toc268725820][bookmark: _Ref354571997][bookmark: _Toc403402580][bookmark: _Toc194301459][bookmark: _Toc268725822]General TERMS AND CONDITIONS
The parties named in this agreement consent to the terms, conditions, roles, and responsibilities as written in this document.  This agreement is effective on the date of the last signature.
This agreement will be reviewed by each party annually or at any specific interim point in time agreed upon by both parties to evaluate the agreement’s effectiveness and determine the need for modification or amendment.  This agreement may be amended or extended by agreement of all parties, and the amendments or extensions will be signed, dated, and attached to the basic document.
This agreement may be terminated at any time by mutual consent of the parties.  This agreement may also be terminated per the stipulations in Section 14.0, “Termination Rights”. 
Any additional requirements for funding, labor, or hardware/software shall be coordinated in writing with all parties at least 90 days prior to the date funding is required.  
Major upgrades, as opposed to fixes and evolutionary enhancements, will be treated as outside the scope of this Agreement. 
Updates to POC information will be performed as required and are not subject to the formalized approval process used to establish the original agreement.
[bookmark: _Toc403402581]PROVIDER and Consumer RESPONSIBILITIES
The scope of this document focuses on the interactions and responsibilities between the Consumer and the AIT SOA Program, which in this context is serving in the role of the Provider.  The sections below elaborate on this.
[bookmark: _Toc403402582]Provider Responsibilities
The AIT SOA Program will adhere to the following responsibilities to provide the Service in support of this Agreement:
1. Register the Service in the AIT API portal, including appropriate Service metadata and artifacts, and make it available for Consumers to discover.
1. Register and deploy virtual interfaces to the Service (including updates to the Service, when provided) using the SOA Infrastructure, and make the virtual endpoints available to Consumers. 
12. Meet Service performance requirements defined in this SLA.
13. Provide reports on service levels to the Consumer per the defined reporting cycle, as required.
14. Appropriately notify the Consumer of all scheduled Service maintenance.
15. Promptly notify the Consumer of all unscheduled Service outages.
16. Accept Service feedback, problem reports, and change requests, and work with the End-Provider to plan and schedule appropriate updates to the Service.
17. Deploy Service updates as planned and scheduled.
18. Provide Tier 1 technical support to Consumers during their development/testing and Tier 3 technical support to Consumers during Consumer System operation.
19. Coordinate between the Consumer and the End-Provider to enable in-depth Service support when needed.
20. Coordinate with the Consumer to obtain support for Disaster Recovery activities for which the Consumer System is in scope. 
[bookmark: _Toc194301458][bookmark: _Toc268725821][bookmark: _Toc403402583][bookmark: _Toc194301460][bookmark: _Toc268725829]Consumer Responsibilities
The Consumer will adhere to the following responsibilities to consume the Service in support of this Agreement:
1. Discover, access, and use the Service using established channels (e.g., API Portal and AIT SOA Program POCs) and recommended/required access methods, as defined by the AIT SOA Program.
22. Perform agreed-upon measurement and reporting (if any) of Service performance levels and provide reports to the Provider per the defined reporting cycle.
23. Provide Service feedback, problem reports, and change requests, and provide input to the Provider about impacts/benefits of Service problems and associated potential fixes/enhancements to the Consumer System.
24. Obtain Tier 1 and Tier 3 technical support for the Service from the Provider through established channels as identified in this document.
25. Coordinate with the Provider to obtain resources for in-depth Service support when needed.
26. Support SOA Disaster Recovery activities for which the Consumer System is in scope.
27. Adhere to all security controls and guidelines
28. Use the service in an appropriate manner and promise not to abuse the service or infrastructure by flooding the service with requests 
[bookmark: _Ref354476279][bookmark: _Toc403402584]PERFORMANCE
The Provider is committed to providing the Consumer System with service that meets performance expectations.  Performance is defined by (a) Response Time, (b) Throughput, and (c) Availability.  Performance SLAs are defined below in each of these areas.  For these performance SLAs, the Service’s ping operation will be used as the basis of measurement because it is the simplest operation available and therefore most closely reflects the performance of the service mechanisms alone, independent of any computational or data complexity/size that may be inherent in other operations.  The Provider and the Consumer will monitor Service performance relative to these SLAs and report violations to the designated POCs within <time period>.
[bookmark: _Toc403402585]Response Time
Service Response Time is defined as the time between when a service request is issued and a response is received.  Average response time is measured via a test designed specifically for that purpose and executed periodically.  The average response time is computed over a minimum of 10 consecutive (serial) requests (more if desired) within a 3 second time period.  The average does not include the first two invocations within a given monitoring session, when startup effects may be a factor.
The Provider agrees that the Service will provide an average response time to the Consumer System of no greater than 1000 ms.
[bookmark: _Toc194301462][bookmark: _Toc268725830][bookmark: _Toc403402586][bookmark: _Toc268725832]Throughput
Service Throughput is defined as the average number of service requests that the Service can successfully process within a given time period.  Average throughput is measured via a test designed specifically for that purpose and executed periodically.  The average throughput is computed by counting the number of successful requests within the target time period, and measuring this over multiple such time periods to obtain an average.
The Provider agrees that the Service will be capable of processing on average a minimum of 10 service requests per second. 
[bookmark: _Toc403402587]Availability
A service is defined as available if it responds to a request and returns expected results.   Service Availability is defined as the amount of time that a service is available divided by the total time that it should be available. Availability is measured via periodic monitoring of the Service as well as empirical observation/notification of its unavailability.  The availability measure does not incorporate scheduled maintenance downtime, but does incorporate unscheduled interruptions of service, per definitions in Section 9.0.
The Provider agrees to make the Service available 98% of the time, measured on a monthly recurring basis, not including scheduled outages and maintenance windows.
[bookmark: _Toc403402588][bookmark: _Toc194301480][bookmark: _Toc268725834]measurement and reporting
Metrics to measure compliance with performance service levels, and to measure other indicators of interest, will be collected by both the Provider and Consumer.  These metrics will be reported as indicated below.
[bookmark: _Toc403402589]Metrics
Metrics to be captured are listed in Table 1 below.  The two columns at the right indicate whether the Provider, Consumer, or both collect the metric.
[bookmark: _Ref268469745][bookmark: _Toc268711508]Table 1: Metrics to be Collected
	Metric
	Definition
	Provider
Collects
	Consumer
Collects

	Service Invocations
	Total number of Service invocations per day
	x
	

	Service Response Time
	See Section 7.0 above.
	x
	

	Service Throughput
	See Section 7.0 above.
	x
	

	Service Availability
	See Section 7.0 above.
	x
	

	Unauthorized Access
	Denied attempts to access the service per day
	x
	


[bookmark: _Toc194301481][bookmark: _Toc268725835][bookmark: _Toc403402590]Reporting
Each party will provide reports on the metrics for which they are responsible on a quarterly basis.  Reports will be provided in the following format(s):  AIT API portal web reports.
[bookmark: _Toc194301464][bookmark: _Toc268725836][bookmark: _Toc403402591]OPERATIONS AND MAINTENANCE
[bookmark: _Toc268725838][bookmark: _Toc403402592][bookmark: _Toc268725837][bookmark: OLE_LINK8][bookmark: OLE_LINK9]Hours of Operation
The Service is expected to be available 24/7, with the downtime exceptions discussed below.
[bookmark: _Toc403402593]Scheduled Service Downtime
All services and/or related components require regularly scheduled maintenance in order to meet established service levels. These activities will render services and their client applications unavailable for consumption at designated times.  There are two types of scheduled downtime that may occur:
· Regularly Scheduled – Routine maintenance time, scheduled at least 10 (and typically 30) days in advance.
· Urgent – Maintenance needed in the near term to resolve an outstanding problem that is impacting Consumer use of the Service enough to warrant downtime.
For services, scheduling of downtime is complicated by the fact that the Provider has relationships with multiple Consumers, pertaining to multiple services.  Every effort will be made to coordinate scheduled maintenance between the Provider and Consumer to minimize Consumer impact, but such impact must be assessed across the entire Consumer base.
The Provider will notify the Consumer of Regularly Scheduled Service maintenance downtime at least 5 business days in advance.  The Provider will notify the Consumer of Urgent Service maintenance downtime as early as possible, but no later than 4 business hours in advance.
Any such notifications will indicate if the scheduled interruption of service is total or just degraded (for example, using a reduced number of servers or alternative server(s) in a failover situation).
[bookmark: _Toc403402594]Unscheduled Interruptions/Degradations of Service
Service may be interrupted on an unscheduled basis, as a result of a software, hardware, or network failure. Alternatively, service may be degraded but not completely interrupted as a result of such failures.
In the case of Service failure/degradation of this nature, the Provider will notify the Consumer as soon as possible of the problem and will keep the Consumer notified of the situation and prognosis on a 4 hour basis until the problem is resolved.
Any such notifications/updates will indicate if the interruption is total or just degraded at any given time (for example, using a reduced number of servers or alternative server(s) in a failover situation).
[bookmark: _Toc194301468][bookmark: _Toc268725840][bookmark: _Ref355792791][bookmark: _Toc403402595]technical Support
The Provider (AIT SOA Program) will provide Tier 1 technical support for the Service during Consumer development/testing.  If there are problems with or questions about the Service during this period, the AIT SOA Program will field these inquiries directly per the POCs listed in Section 10.1.2.  This support will, for example, encompass situations where the Consumer wants to know how to discover the Service, what documentation is available, how the Service basically works and how it can be used and tested, how to diagnose basic problems with the Service, and what the security design and uses-cases are for the Service.
There may be situations in which the Consumer needs information about the Service at a deeper level during development/testing, reflecting the deep development knowledge that the End-Provider possesses.  For example, the Consumer may need to understand the semantics of the Service’s underlying data schema, or may need to understand subtle effects of some of the Service operations.  If the AIT SOA Program cannot adequately respond to these inquiries, it will coordinate with the End-Provider to determine if they have resources available to respond, and if so, it will coordinate that response with the Consumer.
In addition, the AIT SOA Program will provide Tier 3 technical support for the Service during Consumer System operation in production.  This support is provided in the context of the FAA National Service Center, as discussed in Section 10.1.1.
If the Service is failing to respond to the Consumer system or is responding with errors, and the AIT SOA Program believes that the problem originates with the Service in the End-Provider’s environment, the AIT SOA Program will work with the End-Provider to understand and resolve the problem as quickly as possible.
[bookmark: _Toc403402596]Consumer Support Channels
[bookmark: _Ref355685448][bookmark: _Toc403402597]FAA National Service Center (NSC) Technical Support
Users of Consumer Systems who experience operational problems with those systems will typically contact the FAA National Service Center (NSC) for Tier 1 and Tier 2 support, available on a 24/7 basis.  These inquiries may be routed to designated Tier 3 application technical support POCs.  The application support staff may in turn route these inquiries to designated AIT enterprise service Tier 3 support staff provided by the AIT SOA Program, if they believe that the problem is with AIT Enterprise Services that the Consumer System consumes.  
NSC Phone: 866-954-4002
NSC Email: NSC@faa.gov
NSC URL: https://employees.faa.gov/org/linebusiness/ato/it/nsc/
The AIT SOA Program does not provide dedicated 24/7 technical support, but support staff is on call after normal business hours for problems classified as Critical.  The AIT SOA Program will respond to reported incidents (by at least diagnosing the problem and providing an initial estimate of the time required for resolution) within the following time periods after receiving the incident reports:
[bookmark: _Ref355793015][bookmark: _Ref355685235][bookmark: _Toc194301469][bookmark: _Toc268725841]Critical:  8 business hours
High Priority:  24 business hours
All Others:  40 business hours
[bookmark: _Toc403402598]AIT SOA Program Technical Support
The AIT SOA Program will provide Tier 1 technical support to Consumers during Consumer System development/testing, as described in Section 10.0.  To obtain this support, the following POCs may be contacted:
· The AIT SOA Architects listed in Section 15.0
· The AIT SOA email account, 9-asw-soa@faa.gov
· The technical POC identified in the AIT Service Registry/Repository (ASRR) asset created for the Service
The AIT SOA Program will respond to all such support requests within one business day.
[bookmark: _Toc403402599]AIT Service Registry/Repository (ASRR)
Consumer System development teams should use the ASRR as the core resource for discovering available services and learning the details of what they provide and how they can be used.  The ASRR provides service metadata and documentation (much of which is produced by the End-Provider) to facilitate the service discovery and learning process. 
Consumer staff must request accounts to access the ASRR. Account requests can be sent to:
	9-asw-soa@faa.gov 
Once an account is obtained, the ASRR is accessed via the following URL:
	https://iamcdcpaap250.avs.faa.gov 
In addition, for each registered service the ASRR provides AIT SOA Program technical POC information for gaining additional assistance or information about the service.  This may vary from service to service, and the Consumer staff should consult the ASRR for this POC info.
[bookmark: _Toc403402600]AIT SOA Sharepoint and Wiki Sites
The AIT SOA Program maintains AIT SOA Sharepoint and Wiki sites that are used to disseminate and share information about the Program with prospective providers and consumers.  The site includes general information about the Program, guidance to prospective service providers and consumers, documentation templates and examples, and other relevant information.
The Sharepoint site is accessed at the following URL:
https://avssp.faa.gov/aqs/200/220/SOA/SitePages/Home.aspx 
Visitors should focus on the “SOA Guidance and Forms” and “SOA Documents” libraries within the site.
The Wiki site is accessed at the following URL:
http://wiki.faa.gov/pages/viewpage.action?pageId=17270061
 
[bookmark: _Toc150576061][bookmark: _Toc150576714][bookmark: _Toc150576765][bookmark: _Toc150576967][bookmark: _Toc150581342][bookmark: _Toc150668987][bookmark: _Toc150669166][bookmark: _Toc150669334][bookmark: _Toc151367232][bookmark: _Toc151801116][bookmark: _Toc194741222][bookmark: _Toc219269848][bookmark: _Toc268725846][bookmark: _Toc403402601][bookmark: _Toc194301474]LIFECYCLE MANAGEMENT
As indicated in Section 5.0, fixes and evolutionary enhancements will be needed over time for most services and are within the scope of this Agreement.  Major service upgrades are out of scope, and must be addressed via a separate Agreement. 
The Provider (AIT SOA Program) facilitates the governance of fixes and enhancements for AIT Enterprise Services.  The general process is as follows:
· The need for a fix or enhancement for the Service is identified.  This typically results from a problem report that a Consumer has submitted or an enhanced capability that a current or prospective Consumer has identified to meet an application need.
· The fix/enhancement request is communicated to the AIT SOA Program and is logged as a candidate update for the Service.
· The new candidate update is evaluated based on a variety of criteria, including cost to AIT, availability of funding, benefit to the consumer/AIT business communities, and impact on existing consumers.  All stakeholders, including the End-Provider and all existing and prospective Consumers, are engaged in this process.
· If the candidate update is approved for implementation, the AIT SOA Program will coordinate with the End-Provider and other key stakeholders to plan and schedule the update.
· The End-Provider will develop and deploy the update, and coordinate with the AIT SOA Program for testing.  The End-Provider will apply appropriate change management and version control (coordinating with the AIT SOA Program on version management) and will update SOA metadata and documentation as appropriate.
· The AIT SOA Program will coordinate with the End-Provider in registering and deploying the virtual instance of the Service via the SOA Infrastructure.
· If the update is significant enough that some existing Consumers that depend on the previous version will be impacted but will not yet be ready to adapt to the change, the previous version of the Service will be deprecated and will continue to be available for a fixed period of time (which may vary from service to service).
· The AIT SOA Program will notify Consumers when the update is available and will coordinate with them as needed to enable their use of the updated Service.
In general, this process will be simpler and move more quickly for simple fixes to the Service’s underlying implementation, as opposed to fixes and enhancements requiring service interface modifications and potential requirements changes.  The process will be expedited for critical problems requiring urgent fixes.
As part of the Service update, the End-Provider will provide updates to required System Development Life Cycle (SDLC) artifacts as well as SOA documentation artifacts as appropriate to adequately reflect the Service changes, and the AIT SOA Program will post these updated artifacts to the ASRR as appropriate.
[bookmark: _Toc403402602]financial Terms and conditions
None
[bookmark: _Toc403402603][bookmark: _Toc194301482][bookmark: _Toc268725855]PENALTIES
None
[bookmark: _Ref351115409][bookmark: _Toc403402604]TERMINATION RIGHTS
The Consumer or Provider may terminate this SLA (and thus the Consumer’s use of the Service) under the following agreed-upon conditions:
· The use of the Service is no longer required.
· Provisions of this SLA have been violated to an untenable degree.
· The resources required to compose a response are moved, degraded, or retired. Specifically, the information provided by fly.faa.gov and www.noaa.gov
The party who wishes to terminate the agreement must provide the other party a written notice of termination 30 business days prior to the intended final date that the Service will be provided/used.  Such termination will be effective on that intended final date or any subsequent date designated by the terminating party. 
[bookmark: _Ref194730483][bookmark: _Ref194730516][bookmark: _Toc194741224][bookmark: _Toc219269850][bookmark: _Toc268725856][bookmark: _Toc403402605]POINTS OF CONTACT (POC)
The following tables capture the key Points of Contact for the Service Provider and Consumer.

[bookmark: _Toc268711513][bookmark: _Toc81885263][bookmark: _Toc98847388]Table 2: Provider Points of Contact
	[bookmark: _Toc81885262][bookmark: _Toc98847387]POC Function
	Name
	Organization
	Phone
	Email

	SOA PM
	Carl Johnson
	ADE-411
	405-954-4055
	carl.w.johnson@faa.gov

	SOA Architect
	Marty Hile
	ADE-411
	202-267-7155
	martin.ctr.hile@faa.gov

	SOA Administrator
	Steve Cassill
	ADE-411
	405-954-6484
	steve.a-ctr.cassil@faa.gov


[bookmark: _Toc268711512][bookmark: _Toc150576064][bookmark: _Toc150576717][bookmark: _Toc150576768][bookmark: _Toc150576970][bookmark: _Toc150581345][bookmark: _Toc150668990][bookmark: _Toc150669169][bookmark: _Toc150669337][bookmark: _Toc151367235][bookmark: _Toc151801119][bookmark: _Toc194741225][bookmark: _Toc219269851][bookmark: _Toc268725857]Table 3: Consumer Points of Contact
	POC Function
	Name
	Organization
	Phone
	Email

	SOA PM
	Carl Johnson
	ADE-411
	405-954-4055
	carl.w.johnson@faa.gov

	SOA Architect
	Marty Hile
	ADE-411
	202-267-7155
	martin.ctr.hile@faa.gov

	SOA Administrator
	Steve Cassill
	ADE-411
	405-954-6484
	steve.a-ctr.cassil@faa.gov
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